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Introduction

The Connected Health Framework is designed to assist the process of defining practical, effective solutions
to Healthcare system requirements. It is based on the cumulative practical experience of Microsoft architects
and engineers working on diverse healthcare projects, both large and small, throughout the world.

The Connected Health Framework offers this body of knowledge in two main ways 1 firstly, by providing a
Business Pattern for patient-centric healthcare systems (specified in Part 2 of this guide) and, secondly, by
describing a Reference Architecture that details technical guidelines for the building of highly distributed
systems in a healthcare environment (specified in Part 3 of this guide).

However, given this volume of sometimes highly detailed and complex material, a frequently asked question
is fHow do | apply this in my organization to help me solve my problems?0In this part of the guide we
attempt to answer this question.

To do so, we have revisited the many projects that have contributed in some way to the Connected Health
Framework, examined their objectives and goals, their varying architectural approaches and the outputs they
produced, and assessed how the Connected Health Framework would help clarify requirements, simplify and
accelerate the process of producing solutions and provide focus to the resulting definition and presentation of
solutions.

We have identified four main situations, or scenarios, in which the Connected Health Framework is directly
applicable and has a central role to play in arriving at accurate, viable solutions.

These are:

1. Organizing Requirements, in which we suggest a process for formulating and presenting a structured set
of requirements for a patient-centric healthcare system. Typically this is a difficult process involving many
inputs, many changing and challenging opinions and requirements, and an evolving technical platform.
We believe that the Business Pattern provided by the Connected Health Framework can help in clarifying
and organizing concepts and needs by providing a context in which ideas may be compared and
contrasted. In a similar way technical factors may be checked against the Connected Health Framework
Reference Architecture.

2. Defining the Operational Environment, in which large scale hardware and software environments may be
hypothesized and evaluated against the Connected Health Framework Reference Architecture. This is
always done in the context of the expected business environment and the requirements and capability of
available application software.

3. Aligning a Healthcare Application with the Connected Health Framework, in which an existing healthcare
application may be assessed for alignment with the Connected Health Framework Business Pattern and
Reference Architecture. This suggests areas of the application that might be re-engineered to enable
interoperability of the application in an environment built in accordance with the Connected Health
Framework guidance. This is achieved by aligning the application with the range of business and
technical services described in the Connected Health Framework Business Pattern and Reference
Architecture.




4. Developing Solutions, in which a Statement of Requirements (RFP) is analyzed to clarify and categorize
requirements against the business and technical frameworks of the Connected Health Framework. This
allows a comparison of requirements to be made against the Business Pattern and Reference
Architecture and thus against available, aligned application software and preferred operational
environments. This enables identification of gaps and overlaps and provides a vehicle for a structured
response to the RFP.

In all of this work we must stress that the Connected Health Framework is only a Pattern 1 it is not a solution
on its own. Therefore, we would caution that the business pattern and reference architecture are not
definitive. They contain generalizations and approximations and are incomplete in terms of coverage of the
business domain. They are NOT complete solutions and are offered only as a guideline.

In each of these scenarios there are two major prerequisites. These are the need to define Business Scope
and Boundaries and to decide upon key Technical Architecture parameters.

In defining business scope and boundaries we suggest asking and getting answers to the following
guestions:

1 What is the thrust of the requirements? Is it national, regional or only local?
1 What is the focus of the requirements? Are they
A Patient-centric (EHR, Care Pathways, Patient Journeys, etc.)?
A Process-centric (Referrals, admissions, discharges, etc.)?
A Research-centric (Clinical data gathering, Clinical coding, etc.)?
A Administration-centric (Appointments, scheduling, performance, etc.)?
A Some or all of these? What balance?
1 What granularity is involved? Are we addressing patient demographics only, or patient high-level
events only, or is each detailed patient encounter to be recorded?

In deciding the key technical architecture parameters, we suggest considering firstly the likely topography
of the solution. Are we dealing with centralized, decentralized or distributed data? Do we envisage a network
of peers or a tiered network solution?

There are also a number of important technical issues about which we need to have some provisional ideas.
These are discussed in detail in Section B of Part 3 of this guide. In summary they are:

9 Multiplicity T how to achieve fjoined upodinteroperability, handling multiple, diverse systems,
platforms, technologies, access and delivery channels, applications, languages, credentials, etc

1 Identity Management i how to provide a single, consistent credential for many applications,
including Authentication and Authorization of different kinds of users,

1 Integration i how to interact with a constantly growing range of service-specific back-end systems

9 Flexibility and Agility 7 how to cope effectively with changes and adapt to accommodate new
requirements,

1 Security i how to build multiple layers of security into the architecture from the start

1 Scalability, Performance and Availability i how to design for planned and unplanned growth in
demand, maintaining service levels and ensuring high levels of fup-timea

1 Hub Architecture i how to achieve the frommon huboenabling large-scale interoperability of

diverse applications using diverse platforms




Organizing Requirements

1 The Scenario

Healthcare system requirements usually arise at national or regional level. The span of effect usually
covers many citizens, perhaps whole populations, and complete national-level healthcare services.

All too often a fStatements of Requirementolists needs, or fivantsq in a confusing, or at least confusingly
structured, way. When individual requirements are described, they are often not self-contained i they
depend on each other, or are part of an overriding concept, or are often overlapping in content and they do
not necessarily present a coordinated view of what is required. We think that the Connected Health
Framework (Connected Health Framework) helps to clarify the often confused, or confusing, situation by
providing a fstructuredwithin which to organize, compare and contrast a set of requirements. It can give a
focus by providing a Business Pattern and Reference Architecture that can be used as a ftemplateoto
organize thoughts and consolidate requirements into a coherent presentation of needs.

Statements of requirements usually emanate from government or major healthcare providers and most
often take the form of fRequests for Proposal (RFP)oor Tender documents. These are often couched in
legal or quasi-legal language and this sometimes obscures the actual functionality being requested. Two
further factors also confuse the issue 1 these are the need to implement a phased solution, perhaps over a
number of years, and achieve a seamless migration from the current, usually fragmented, system inventory
to the ideal future integrated environment.

To this should be added the pressures of cost limitations and the inevitable political pressure for fguick
winsa

In this scenario, we suggest a process for formulating and presenting a structured set of requirements for a
patient-centric healthcare system. Typically this involves many inputs, many changing and challenging
opinions and requirements, and an evolving technical platform. We believe that the Business Pattern
provided by the Connected Health Framework can help in clarifying and organizing concepts and needs by
providing a context in which ideas may be compared and contrasted. In a similar way technical factors may
be checked against the Connected Health Framework Reference Architecture.

Our concentration in this scenario is on the business tier and the associated technical facilities.
Requirements focused on the other application tiers are addressed as follows:

1 Itis expected that the requirements for User Interface, User Processes, Business Workflows and
Data Access Logic (logical to physical mapping) will be unigue to the problem domain.

9 Itis expected that the requirements for Security, in the sense of transactional and data integrity, will
be broadly similar across different problem domains. Security requirements in the sense of
confidentiality and privacy may vary in line with national legislation and professional practice.

1 Requirements for operational management may be met by applying best practice guidelines
derived from deployments in similar technical environments.

1 Communications related requirements, including messaging mechanisms and transactional controls
are amenable to a building block approach using experience gained in similar large scale
environments, not necessarily in healthcare.

1 Requirements for cross-functional capabilities such as identity management, privacy and
confidentiality, patient data access logging, etc. are candidates for a fbuilding blockdapproach




using a mixture of standard components and services and best practice guidelines which provide
advice on the configuration and implementation of suitable schemes and facilities.

1 Requirements for non-functional capabilities such as scalability, performance, availability, reliability,
security, messaging, etc. will vary by environment but should also be governed by best practice
guidelines.

In summary, we expect that requirements for business functionality and data, and business service
provision, can be addressed using a business patterns based approach. Requirements for user
interactions, business process support and access to physical data are likely to be unique to the problem
domain but should be governed by best practice guidelines.

2 The Approach

Our approach is illustrated in Figure 1 - Using the Connected Health Framework i Organizing
Requirements. and a suggested procedure follows.

Then procedure has four steps, described in Table 1 to Table 4. The steps are:

1. Table 1 - Organizing Requirements - Step 1 - Clarifying Needs, in which we develop a list of known
needs.

2. Table 2 - Organizing Requirements - Step 2 7 Understanding Required Features and Potential
Solutions, in which we assess the facilities required and develop an understanding of requirements in
terms of features and possible solutions.

3. Table 3 - Organizing Requirements - Step 31 Understanding Architectural Requirements, in which
we compare and reconcile the required features and potential solutions with the Connected Health
Framework Business Pattern and Reference Architecture and investigate any gaps, mismatches and
overlaps.

4. Table 4 - Organizing Requirements - Step 4 i Documenting Business and Technical Requirements in

the form of a first pass fto-bedstatement of Architectural requirements




Figure 1 - Using the Connected Health Framework i Organizing Requirements




